/
z

stefanini

GROUP

How Americanas Secured their

Digital Platforms, Saving Millions,
Boosting Productivity, and
Overcoming a Secure Cyberattack.

Lojas Americanas successfully navigated a R$ 2 billion cyberattack targeted at
their e-commerce platform, achieving and sustaining 100% availability across
their digital platforms after this incident. These platforms generate an annual
revenue of R$ 1.5 billion through 50 million customers.

€© Who is the Customer?

Lojas Americanas is one of the largest retailers in Brazil, with a strong presence
In both e-commerce and physical stores. They stand out In the e-commerce
landscape due to their market leadership through brands like Americanas,
Submarino, and Shoptime. They offer a diverse and convenient platform, driven
by digital marketing strategies, efficient logistics, and substantial investments
In technology.
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€©) Context and Challenges

The cybersecurity landscape In the Brazilian e-commerce sector in 2021 was
challenging. Cyberattacks in Brazil surged by 62% compared to 2020, making
It one of the most active years for attacks. Companies like Lojas Renner, CVC,
Porto Seguro, Atento, Serasa Experian, as well as platforms like Facebook and
Linkedln, faced the repercussions of having their users exposed or their
systems rendered inoperative.

Lojas Americanas themselves had experienced an almost 72-hour outage on
their e-commerce platforms. Following this incident, the company began to
seek a parther capable of implementing stronger and more appropriate
security practices to safeguard sensitive customer data, financial information,
and transaction systems . This also included compliance with data protection
regulations such as the General Data Protection Law (GDPL).

With a presence In both e-commerce and physical stores, Lojas Americanas
stand out in the retail sector by providing a diverse and convenient platform,

driven by digital marketing strategies, efficient logistics, and technology
Investments.

They lead the Brazilian e-commerce market, consistently striving to enhance
customer experience and adapt to online market changes.

Lojas Americas Whitepaper 2



stefanini

GROUP

Business Pain Points - Cyberattacks on eCommerce

Decrease in Revenue: Unfulfilled sales
due to platform unavailability for
customers.

High Costs of ransom for kidnapped data
or for restoring platform availability.

Storage Costs for unmoved products (due Decreased Consumer Trust and brand
to platform unavailability) + additional costs reputation among customers, suppliers,
resulting from applied fraud. and business partners.

Loss of Brand Market Value stemming Fines and Legal Actions due
from external mistrust generated to customer data breaches.

AMERICANAS CASE

"~ Hours of Loss in Sales and

In 2021, the e-commerce platforms Americanas, Submarino, and Shoptime experienced one [ .. ox€
= Unavailability Market Reputation

of the largest e-commerce platform attacks in Brazil. This incident coincided with a major
marketing campaign planned during a popular reality show on Brazilian broadcast TV. The
attack led to the disruption of the live sales campaign, despite prior merchandising efforts.

R$ Millions in Market Value Loss on the
Bovespa (Brazilian stock exchange)

Source: https://www.ibevar.org.br/blog/ataque-hacker-carregam-impactos-operacionais-e-financeiros-para-o-varejo/

Internal Company Challenges

Security activities are often not given high Low Limited A team with multiple responsibilities beyond security,

priority, leading to insufficient resource allocation - ; hindering their technical specialization and the required
or sluggish approval processes. PI'OI'Ity Expertlse experience to tackle increasingly sophisticated threats.

y
o .

.

The urgency and timing of constant Non- A team with various responsibilities lacks the

updates are not universally understood IMM'N ENT 4
across the company, thereby delaying Outdated Continuous 24x7x365 monitoring and readiness, which is

continuous improvement against new Systems VU LNERABILITY Monitoring essential for detecting and responding swiftly to

threats. constantly evolving threats.

.
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Low priority and outdated systems result in . In the event of incidents, a non-specialized IT team
ow
security gaps, significantly increasing the risk Risk of R n may struggle to respond quickly and effectively, leading
of data breaches and successful Breaches esponse to greater damage due to cybersecurity not being their
—e—— = ;
cyberattacks. Time primary task.
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O Project Overview - Goais

Continuous Monitoring and Efficient Response

Achieve uninterrupted monitoring of network and system activities to identify real-time threats and ensure
an Immediate and coordinated response to security incidents, neutralizing or minimizing their impact.

Reputation Damage Prevention

Take proactive measures to strengthen data protection and prevent the exploitation of vulnerabilities that
could lead to breaches, compromising customer trust and causing damage to the brand's reputation.

Alignment with Regulations

Ensure that security practices are aligned with specific regulations and continuously monitor compliance to
prevent violations and associated fines.

Efficient Risk Management

Enhance the identification, assessment, and management of cyber risks, enabling the efficient allocation
of resources to mitigate vulnerabilities and threats.

Agility and Scalability

(_d Adapt services as the e-commerce expands, providing scalable support in monitoring and daily incident
management.

Implemented Solution

RECOVER IDENTIFY
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o Project Overview - Approach

For over 7 years, no client including the Stefanini Group, has experienced
business interruptions.
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Lojas Americas

$50 Mil

Per Year saved from
prevented attacks and

data leaks

Ongoing
Gains

In consumer trust and
brand value In the

WAR COMBAT LEARNING:

Stefanini Rafael brings 60 years of experience in military
defense and 20 years in global cybersecurity, including
ongoing defense for the Israeli government. The developed
Attack Innovation Mitigating Defense Model involves
hands-on learning rooted in safeguarding against the latest
cyberattack techniques. (For over 7 years, no clients,
iIncluding the Stefanini Group, have experienced business
Interruptions)

© Results and Business Impact

100%

Availability across all
eCommerce platforms of

the group

300%

Increase productivity of
the client’s internal IT

team

Innovative Attack

Mitigation Defense
Model

Practical learning based on
defending against the latest
techniques of created
cyberattacks.

market

100x
Payback

On the security
investment
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